Logovani pristupu
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Proc logovat cteni?

* GDPR

ochrana osobnich udaju

* NIS2

logovani pristupu
detekce incidentu
Zpétna analyza utoku
audity

&

Audit pristupu, prav

Proaktivni zabezpeceni

limit Cteni
Cut & Lock — odpojeni a zamceni



Jak logovat?

*  Dokument jako nosic informace

* Logovani pristupu — tedy zaznamenani akce uzivatele
* Zabezpeceni samotného logu

* Doba uchovani logu

* Pozor na nadmerné logovani

* Ulozenilogu
* NSF (Notes DB)
e TXT soubory (CSV, XML, ...)
* Externi aplikace (SIEM)




Interni nastroje

* Usage v log.nsf

* User Activity v DB
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Usage v log.nsf

Session Activity

* Jen souhrn za Casovy usek

User Onde] Kostrul/NTF -Factory
Elspsed Time: 301 minutes
Documents Read 183
Documents Wrinsn 3208
.
v v/ Network Port: TePIP
e Ze S ro Ove C I S a e - T
Transactions 1507
) see “
. Do Docs Tt Gpea -
Database(s) - s Byes Read Byt Wrins Transscions
12 o 1 32386 a 38
1 o a 2628 a 10
. . -n 2 0 0 0 u
el a o o 232 o 8
. a u a e OI I | e X O I Er : 0 : o : -
L] 1 o ] 8914 o 20
LA . 26 o o 24624 o 2
2 o o ss702 a 2
ey 2 o 1 2112 0 3
= 4 0 0 11378 a 20
1 o 0 11206 0 21
o o o 2776 a ]
s o 1 15694 a =
— 0 0 0 2006 0 [
[—— a o o 182 a 7
- o o o fralil o 8
15 o . 35162 0 o
o o o o 6
- s 3306 ® 2856672 0 sz

* Limit dle nastaveni log.nsf
e 7vs.30dni?
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User Activity

* je treba zapnout (predem)
* vidime jen aktualni DB
* nelze strojove Cist

* jen export a,rucni“ zpracovani

* Limit:
e ~1000-1400 zaznamu, 64KB

User Activity

Date/Time

02.03.2026 11:12:00
3.2026 11:01:07
03.2026 10:52:28
3.2026 10:32.43
03.2026 10-05:42
3.2026 09:59.23
02.03.2026 09:46:12
3.2026 09:46:12
02.03.2026 09:08:18
03.2026 08:58:25
02.03.2026 08:43:15
03.2026 08:40:56
02.03.2026 08:33:52
02.03.2026 08:10:34
02.03.2026 07:52.06
02.03.2026 07:46:11
02.03.2026 07:46:11
02.03.2026 07:33:54
02.03.2026 07:00:11
02.03.2026 06:44:43
02.03.2026 06:00:12
02.03.2026 05:46:11
02.03.2026 05:46:11
02.03.2026 05:37.30
02.03.2026 05:20:15
02.03.2026 05:00:47
02.03.2026 04:30:13
02.03.2026 03:45:11
02.03 2026 03:45:11
02.03.2026 03:23:55
02.03.2026 02:24:09
02.03.2026 02:24.09
02.03.2026 02:16:37
3.2026 02:00:03
02.03.2026 02:00:03
3.2026 01:45:11
02.03.2026 01:45:11
3.2026 01:09:18
02.03.2026 01-01-00
02.03.2026 01:00:58
03.2026 00-33:54
3.2026 00:39:54
03.2026 00:25:11
3.2026 00:15:11
03.2026 00:11:1
3.2026 00:11:11
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Interni nastroje - shrnuti

* Jen souhrny poctu dokumentu
* dle datumu (¢asu), DB a uzivatele

* Rozliseni skute¢ného ¢teni dokumentu a replikace nebo prace
agenta/funkce

* Jak poznat co skutecneé uzivatel Cetl?

uuuuuuuuuu



Vychozi body — bude se programovat ...

* Ulozeni zaznamu na zaklade akce uzivatele

* Uudaje, které jsou potreba — identifikace ¢asu, uzivatele, DB, dokumentu, ...

* jakrychle?
* kam ? (pristupova prava)

e Zpracovani & agregace

 Reakce

 Knihovna LS, JS

llllllllllll
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Schéma — pozadavek na ulozeni

* Notes / Nomad klient
* Postopen udalost na formulari
e vola LS funkci v LS knihovné

* XxPages
* postOpenDocument v dominoDocument
* vola JS funkci v JS knihovné

... hebo agent ...




Schéma — ulozeni

* Dva zpuUsoby zpracovani volani
1. rychly - jen ulozi
2. kompletni zpracovani

* Je treba vyresit kam ulozit
* pristupova prava (k ulozeni, ke zpracovani, k reakci, ...)
* na serveru, lokalng, replikace, ...




Porovnani zpusobu ulozeni

Rychlé ulozeni

jen ulozi ,nékam” dokument

resi jen to kam ho muze ulozit

Pristupova prava

Zpracovani a ulozeni

informaci ulozi na spravné
misto

to misto musi najit (ovérit)
pripadné zaradit na konec
pripocitat Citace



Porovnani zpusobu ulozeni

Rychlé ulozeni

test1 Profile

02.03.2026 09:59:14 CET
Elapsed time: 0 msec
Methods profiled: 10

Total measured time: 0 msec

Zpracovani a ulozeni

test2 Profile

02.03.2026 10:40:40 CET
Elapsed time: 15 msec
Methods profiled: 15

Total measured time: 15 msec

Class Method Operation Calls Time
Document [expandedname] Set 5 0
Database Title Get 1 0
Document ParentDatabase Get 1 0
Document Save 1 0
Session UserName Get 1 0
Session CurrentDatabase Get 1 0
Database Server Get 1 0
Database CurrentAccessLevel Get 1 0
Database GetProfileDocument 1 0
Document [expandedname] Get 1 0

Class Method Operation Calls Time
View GetDocumentByKey 1 15
Document [expandedname] Get 13 0
Document [expandedname] Set 8 0
Database Title Get 2 0
Database FilePath Get 1 0
Database Search 1 0
Database GetView 1 0
Document Hasltem 1 0
Document Remove 1 0
Document Save 1 0
Document CreateRichTextltem 1 0
Session CurrentDatabase Get 1 0
DocumentCollection GetFirstDocument 1 0
RichTextltem AppendText 1 0
Database GetProfileDocument 1 0
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Porovnani zpusobu ulozeni

Rychlé ulozeni
© Rychlé ulozeni

@ Je treba nasledné zpracovani

@ Pomalejsi reakce az behem
zZpracovani

* Rozdéleni pristupovych prav

Zpracovani a ulozeni

@ slozitéjsi ulozeni se
Zpracovanim

© po zpracovani je hotovo




Ulozeni — pristupova prava

*  Primo do aktualni DB

Reader
SPublicAccess dokument

* Ulozit do jiné DB

LOG nebo log

* Lokalni replika nebo na serveru (on-line)

castecné replikace — na zakladé vzorce nebo formulare

* Paradox pristupu

(kazdy) uzivatel musi umét ulozit zdznam, ale jen maloktery se k nému muze dostat
Depositor ?




KAd - ulozeni

* |ive demo

® accesslog

1%rem
2 zapide access log

4 nova funkce (2020):

5 - co pfistup k dokumentu to jeden zdznam

- nebudou konflikty, protoZe se jen zapide a po zpracovani smaze
- na lboxu vznikne cca 200 za den

a%end rem
10 Sub accessLog(uidoc As NotesUIDocument, info As String)]
11

on Error GoTo chybka
If Not profile.access_log() = " And Not uidoc Is Nothing Then

16 Dim xDB As NotesDatabase
7 Set xDB = uidoc.Document.Parentdatabase

Dim logDoc As NotesDocument
' 4 - editor a vice mize pPimo zapisovat

If xDB.Currentaccesslevel => ACLLEVEL_EDITOR Then
Set logDoc = New NotesDocument(xDB)

' ma write public docs

elself xDB.Iscurrentaccesspublicwriter Then
* vyrobim ho primo v aktualni db

Set logDoc = New NotesDocument(xDB)
Call logDoc.replaceitemvalue( "$PublicAccess”, "1")

YRR

Else ' méd malé prava - vyrobim ho v LOGu

If Not mamLOGdb Then Call initlLOG
If mamLOGdb Then
Set logDoc = New NotesDocument(LOGdb)
logDoc.db = xDB.filepath
logDoc.dbName = xdb.Title
End If
End If

@ &

If Not logDoc Is Nothing Then
Dim session As New NotesSession
With logDoc
.form = alog_Form
.username = session.Username

.dt = Now

If xDB.Server = “" Then "L - local, S - server, W - web
.server = "L"

Else
.server = "S"

End If

If uidoc.Isnewdoc Then .newDoc = "N" ' new doc

If uidoc.Inpreviewpane Then .preview = "P" ' oteviren v ndhledu

.info = info

Call .Save(False, False, False)

End With

5 End if
58
59 End If ' access_log = ""
60
61 Exit Sub
63 chybka:

Call ErrorLog(“SL: log / accessLog”, Erl, Err, Error$, )

Exit Sub Czech Lotus
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End Sub



Zpracovani & reakce

* Soucty
* uzivatel, DB, den, tyden, mésic, apod.
* dle typu dokumentd, hodnot (firmy, zakazky, apod.)

*  Limity
* hlidani limitd
* odeslani upozornéni na prekroceni
* odebrani pristupu
* odebranirole v ACL (notesACLEntry.DisableRole)

* zavreni oteviené DB (notesUIDatabase.Close)
* prikaz do konzole (drop)




Kéd - zpracovani

 |ive demo

@ aclog_zpracujDoc

yl As String, Ldoc As NotesDocument, dbFilePath As String, dbTitle As String

Dim key As String,

1f doc.db(@) = "" Then
dbFilePath = xDB.filepath
dbTitle = xdb.Title

Else
dbFilePath = doc.db(@)
dbTitle = doc.dbName(8)

End If

keyl = doc.username(@) & “, " & dbFilePath prvni gast klice

Dim rtitem As NotesRichTextItem

B

* novy access log - pro kaidy pristup samostatny dokument

1f doc.Hasitem("dt") Then
6 key = keyl & ",” & Format$(doc.dt(@), "yyyymmdd")

* hledam kam bych to zapsal

Set Ldoc = najdiAcLog(key)
* jeité neexistuje - zaloZim ho

If Ldoc Is Nothing Then
Set Ldoc = New NotesDocument(thisdb)
wWith Ldoc
.form = "ac-log”
.username = doc.username
.db = dbFilePath
.dbName = dbTitle
.datum = CDat(Format(doc.dt(8), "General Date”))

Set rtitem = .Createrichtextitem(“historie RTF")
End With
Else
Set rtitem = Ldoc.Getfirstitem(“historie RTF")
If rtitem Is Nothing Then
Set rtitem = Ldoc.Createrichtextitem(“historie RTF")
If Not Ldoc.historie(g)="" Then
Call rtitem.AppendText(Ldoc.historie(a))
Call ldoc.Removeitem(“historie”)
End If

If Not Ldoc Is Nothing Then * konegné zapiu samotny zdznam

Dim zapis As String
zapls = Format$(doc.dt(@), "dd.mm.yyyy hh:nn:ss") & aLog_Sep

If doc.newDoc(8) = " Then
zapis = zapis & "0" & alog_Sep
Else
zapis = zapis & doc.newDoc(@) & alog Sep
End If
If doc.preview(8) = "" Then
zapis = zapis & "-" & alog_Sep
Else
zapis = zapis & doc.preview(s) & alog_Sep
End If

zapis = zapis & doc.server(9) & alog_Sep
Call rtitem.AppendText(zapis & doc.info(8) & Chr$(1a))
‘Ldoc.historie = Ldoc.historie(@) & zapis & doc.info(d) & Chrs(1e)

Ldoc.cteni = CLng(ldoc.cteni(d)) + 1
If Not cstr(profile.aclog warning(8))="" Then * m& se hlidat prekroceni
If CLng(Ldoc.cteni(@))>CLng(profile.acLog warning(8)) And Ldoc.warning(8)="" Then ' je jich moc
Ldoc.warning = "1”
Call aclog_pridejkUPO(Ldoc) " pridé k upo ...
End If
End If
Call Ldoc.Save(False, False, False)
Fnd 1F Czech Lotus

* zédznam smazu User Group

Call doc.Remove(True)
aclog_zpracujDoc = True




Zaverem

* HCL Notes/Domino je (a vzdy byla) bezpecna platforma
* Domino 14.5 proslo certifikaci BSI (v DE, ISO 27001)
* ma potencial byt zabezpecena
* ALE - nabizené prostredky a nastaveni je treba vyuzit




Zdroje

* NIS2

https://portal.nukib.gov.cz/pruvodce-smernici-nis?2

* HCL Product Documentation — Domino Designer
https://help.hcltechsw.com/dom designer/14.0.0/basic/wpd whatsnew.html

* Openlog

https://www.openntf.org/main.nsf/project.xsp?r=project/OpenlLog

* Aplikace Log od NTF Factory
https://ntf-factory.com/apps/log/
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